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Secrecy and Transparency: striking the right balance in the defence sector 
 
Introduction 
 
Transparency and access to public information are requisite for democracy. When citizens know 
how their government makes decisions, allocates taxes, and spends money, they are empowered 
to hold their government accountable. However, the national security clause is often abused, and, 
information is concealed from the public; facilitating conspicuous and illegal activities. This carries 
serious ramifications for democracy, national, and, international security. 
 
In June 2018, Ukraine updated its national security law which now provides a framework for the 
development of new, national security related rules and regulations, including a new law on the 
security services of Ukraine and Parliamentary oversight within the defence and security sectors. 
These new laws and approaches to Ukraine’ s national security require a clear understanding of 
state secrecy, classification and the dangers of over/under-classification. 
 
Many postulate that now, during this difficult time in Ukraine’s modern history, while it is fighting 
for democracy and its territorial sovereignty against Russia’s military aggression, is not the time to 
pursue greater transparency within the defence and security sector. However, as Ukraine’s 
Defence budgets are hitting all-time highs and the roles of the Security services and public 
oversight bodies are being (re)drafted it is more pertinent now, than ever, that legislators and 
experts strike the correct balance between the classification of information, secrecy and public 
oversight. 
 
Clearly, a flipside to more open government exists. Whereas strict limitation of access to 
information and over-classification facilitate corrupt practices and the abuses of civil, political and 
human rights, under-classification, particularly in times of war, poses a national security risk. 
Essential government functions such as forward planning and weighing alternative decisions can 
be damaged by full and premature disclosure. 
 
All states grapple with the need to find a balance between national security concerns and the 
freedom of information. The risks of failing to control sensitive information related to national 
security can be extremely serious. Similarly, excessive secrecy and over-classification, pose major 
threats to national security. Finding an appropriate balance between transparency and national 
security concerns builds public trust in state institutions, ultimately helping to address and resolve 
the causes of insecurity, corruption and conflict. 
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That is why well formulated and effectively functioning Freedom of Information (FOI) legislation is 
vital. It ensures that the process of deciding what and when to disclose, is based on objective 
assessments of harm. 
 
National security, securitization and state secrets are cross-sectoral and very worthy of future 
analysis and improvement, particularly in times of security and defence reform aimed at 
restructuring the security services and raising the efficacy of democratic oversight. The broad, 
general lines are considered here. Defence procurement is used herein to demonstrate how 
secrecy or the abuse there of combine to form corruption risks and how this may be avoided 
through the implementation of a more transparent and less bureaucratic classification system in 
Ukraine.  
 
Aim 
This research brief aims to answer the following questions: 
 

• Why is transparency in the security sector important? 
• What is the system of classification within Ukraine?  
• Where are the greatest risks of over-classification?  
• What are the international best practices? 
• How can the current deficiencies in Ukraine’s classification regime be improved? 

 
The Benefits of Transparency 
 
The understanding and appreciation of the benefits of open government is growing 
internationally. Within the past few years, over 90 states have implemented legislation pertaining 
to the Freedom of Information (FOI). To comply with leading FOI standards, these states needed 
to accommodate new values of transparency and accountability without compromising their 
national security. These are positive developments, as they raise the levels of transparency and 
accountability within the defence and security sectors. Greater transparency and effective public 
oversight and control carry with them a number of important benefits, namely: 
 

• Better policy-making: An open approach to policy making facilitates the development of 
policies that reflect the socio-political realities and needs of any given state. Without 
effective democratic oversight and control, the ability to communicate effectively with civil 
society and individuals affected by a policy, or to speak to experts who might provide 
evidence, insights or ideas, the government threatens to fail its social contract obligations.  

 
• Building public trust: Openness is fundamental to the socio-political health of a 

democratic state. Public authorities spend taxpayers’ money and make decisions that 
affect many people’s lives. Access to information helps ensure public authorities are 
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accountable for their actions and allows public debate to be better informed and more 
productive. Without this, governments do not need to justify their moves and can quickly 
lose public trust and, ultimately, popular legitimacy.  

 
• Guarding against corruption: Without a clear system of checks and balances, a state runs 

significant risks of individuals abusing positions of power for personal gain. Access to 
information enhances the accountability of government. It increases the likelihood that 
both sides will reveal alleged illegality or impropriety. Notably, a positive correlation exists 
between the reduction in corruption and the number of years a nation has implemented 
FOI laws. The older a FOI law in a country, the lower the corruption levels tend to be.  

 
Blanket secrecy is often unnecessary, and difficult to achieve. When decisions are made secret 
and/or contracts are highly classified arbitrarily, effective oversight and control become extremely 
challenging. Secrecy does not inevitably lead to corruption but, a strong correlation does exist. 
Those systems of government which embrace transparency generally have lower corruption levels. 
When oversight systems are weak, opportunities for the abuse of power for personal gain flourish. 
 
Globally, defence budgets tend to be less transparent because they relate directly to the national 
security of the state. Many governments justify secrecy in military budgets on the basis that such 
information should not be allowed to fall into the hands of potentially hostile forces. In some 
cases, this is absolutely correct. 
 
Suitable international practice, set out in the Tshwane Principles (2013),  is to allow classification 
of information where its disclosure would pose a real and identifiable risk of significant harm to a 
legitimate national security interest.1 This might include, for example, specific military plans, or 
research and development on key equipment. In Ukraine, the broad categories of classified 
information within the defence budget, however, is unbalanced and leaves too many interstices 
facilitating corruption, theft and even the usurpation of power. 
Classification regimes need to be set out clearly in a law, which is publicly available and provides 
clear guidelines on when information can be withheld and what should be disclosed. 
 

• Budgeting: Defence is often the single largest area of public spending. When little 
information is made available on the allocation of resources by defence institutions there 
is a high likelihood of ineffectiveness waste and corruption.  In some cases, spending, can 
be simply misappropriated or used to fund projects or initiatives which benefit a private 
individuals or corporations rather than the state. The impact often leads to the depletion 
of available resources. For example, soldiers may not get paid, vital equipment is not 
purchased, profits from military contracts become pilfered and individuals are incentivized 

                                                        
1 Global Principles on National Security and the Right to Information (Tshwane Principles), Open Society Foundations: 
https://osf.to/2LRe77j (Accessed June 2018). 
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to abuse their position to generate income illegally. Poor budget accountability can also 
have a deeper impact on the stability of the democratic system, if large quantities of public 
spending are siphoned off to sustain political patronage networks and electoral 
campaigns.  

 
• Procurement: Blanket national security justifications can also enable individuals to steer 

contracts toward their contacts in exchange of lucrative kickbacks. The impact is not just 
the waste in bribes but often the equipment purchased is the wrong specification or not 
needed at all. The opportunity costs can be enormous. Over the longer term, a lack of 
transparency in procurement processes can deter legitimate suppliers, who do not trust 
that decisions will be based on fair competition. This creates a risk of stagnation in the 
defence industry. Since private defence companies cannot properly assess demand for 
their products, they become less willing to invest in new production lines and facilities. 
Companies are also unable to properly assess their potential participation in bids. 

 
Secrecy in military budgets and procurement also has the potential to create economic waste. It 
leads to unnecessary acquisitions and reduced accountability, allowing prices to be set in secrecy 
and increasing the risk of taxpayers over-paying for procured items. 
 

• Policy and planning. External examinations of policy questions are key to developing 
strong decisions, with public buy-in and support. Excessive secrecy means that a smaller 
group of people are able to provide educated input into policy decisions, and that policy 
and planning decisions are not made with a broad range of input. Now that Ukraine is 
moving towards longer term procurement planning; it is particularly important to have 
transparency that enables informed input into policy and planning decisions.   

 
Maintaining secrecy regarding military spending and major procurement projects is becoming 
increasingly difficult. For example, the Stockholm International Peace Research Institute (SIPRI) 
has had 45 years of experience in collecting information about military budgets and international 
arms transfers. Open sources, official or non-official, provide SIPRI with a wealth of information 
about the procurement of major arms. If organizations, like SIPRI, which work only with open 
sources, can calculate military spending and map global arms transfers with a high degree of 
comprehensiveness and accuracy, then national intelligence agencies in potentially hostile 
countries, are evidently able to achieve much more. 
 
The situation in Ukraine 
 
The following section considers the regulation of classification under Ukraine’s current legal 
system, and how over-classification is enabled. Secrecy spans throughout all of the national 
security sectors and requires close scrutiny and examination. However, in this research particular 
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attention is paid to two high-risk areas: budgeting and procurement. Current legislative initiatives 
aimed at enhancing transparency of Ukraine’s defence budget are presented at the end of this 
section. 
 
Classification – defining what can be withheld 
The laws of Ukraine generally prescribe the presumption of openness of information, which means 
all public information has to be open except under exceptional instances. The classification of 
defence-related information is governed by the following, main, regulatory acts: The Laws of 
Ukraine “On Information,”2 “On Access to Public Information,”3 “On State Secret,”4 “On State 
Defense Order,”5 “On the Fundamentals of National Security of Ukraine”6, and other Ministerial 
directives. The large body of legislation covering access to information. They contain exemptions 
for matters identified as issues of national security. Due to the fact, these exemptions are broad 
and poorly-defined, it is difficult to make clear decisions on what should and should not be 
classified. 
Three categories of classification are provided for by the abovementioned legislation: 
“confidential,” “secret” or “for official use only.” The category “secret” is divided into secret, top 
secret and information of special importance.  In practice, most defence and security matters are 
classified as secrets, oftentimes unjustifiably. Moreover, no clear and published criteria for 
determining what constitutes a matter of national security and what can safely be made public. 
 
Decision-making 
From the outset, it is necessary to distinguish between the classification of information pertaining 
to state secrets and the classification of material containing state secrets. The former is carried 
out by a State Expert on Secrets. The latter, is done by a regular official who is writing the 
document. Thus, referring information to state secrets is only a process of identifying common 
areas of information that are either state-owned or subjected to secrecy within a particular 
ministry. 
 
The authority to create the framework for classification and declassification of information 
belongs to State Experts on Secrets.7 The list of all experts on state secrets is provided in the 
Decree of the President of Ukraine. It includes, but is not limited to, the President, ministers and 
their deputies and the Head of the National Security and Defence Council (NSDC).  
 

                                                        
2 Law of Ukraine № 2657-XII «On Information» of 2 October 1992.  
3 Law of Ukraine № 2939-VI «On Access to Public Information» of 13 January 2011.  
4 Law of Ukraine № 3855-XII «On State Secret» of 21 January 1994.  
5 Law of Ukraine № 464-XIV «On State Defence Order» of 3 March 1999.  
6 Law of Ukraine № 964-IV «On the Fundamentals of National Security of Ukraine» of 19 June 2003.  
7 Declassification and the provision of findings in the event of a breach of requirements or the release of classified 
information is a separate topic which will be addressed, researched, and presented by NAKO in the last quarter of 
2018. 
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The State Experts on Secrets can either refer categories of information by their own initiative, or, 
in response to a request from the head of one of the corresponding governmental bodies, local 
authorities, enterprises, establishments and organizations, as well as from citizens. The respective 
categories referring to state secrets constitutes are then summarized by the SBU and form “the 
Summary of Data Which Constitute State Secret”.8 
Thus, in an apparently decentralised manner, the classification framework is formed by the 
experts, and summarized and registered by the SBU, concrete documents containing specific 
content are classified, in accordance with the framework, by the authorized functionary.  
 
The document the functionary drafts for classification should contain, at least, the following 
information: the information itself, the reasons for its classification, the reasons for referring the 
information to state secret, substantiated arguments regarding the national security threat posed 
in case of its disclosure, the level of secrecy, and, the amount of funding.  
 
Once the authorized functionary has classified the information and determined the required level 
of secrecy, the relevant document must then be classified and stored accordingly. Theoretically, 
the legal responsibility for this rests with the SBU. It has been asserted that in practice, however, 
this is not always the case.9 This caveat requires future attention and resolution. 
 
Whereas the SBU holds significant power in the classification process, the system itself is 
somewhat decentralised. According to the Law of Ukraine, the SBU should register the 
justification of state experts on security. The SBU considers the decision to classify. If, in their 
opinion, the requirements are fulfilled, it is registered it in the journal of decisions of the State 
Experts on Secrets.  It is the duty of the SBU to ensure the information is properly stored and 
maintained. 
 
Although not quite centralised, the decision-making process remains in the hands of a few, 
conducted with little oversight. Although the framework for classification10 is developed by the 
Experts of State Secret no mechanisms of scrutiny or oversight over the decision exist outside the 
SBU. If corrupt ties or vested interests exist between the expert and the officials in SBU, the 
decision to classify information can be taken in favour of those interests, without any further 
control.  
 
Public Interest Testing 

                                                        
8 See: http://bit.ly/NAKO-3 
9 Information gained in communications between NAKO and Ukrainian security expert August 2018. 
10 For instance, see the framework and corresponding table as provided for by the State Emergency Services of 
Ukraine: http://document.ua/pro-vvedennja-u-diyu-rozgornutogo-pereliku-vidomostei-sho-st-doc270456.html 
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According to the Law of Ukraine, “On access to public information”, in cases where information is 
withheld from the public, a three-part test must be conducted.  This test contains three 
requirements, namely, it must: 
 

• prove that the information in question is related to the categories of interest to 
which access can be limited by the national security clause;  

• justify that disclosure would harm national security interests;  
• justify that the harm to public interest from disclosure of the information would be 

greater than the harm of retaining that information. 
 

Broadly, these requirements are in line with acceptable, best international practice.  
However, Transparency International recommends the justification on why information is 
classified should be made available because it facilitates outside assessment of the necessity and 
legality of the classification. In Ukraine, the justification is not made publicly available. As a result, 
it is impossible to verify if the “test” was conducted properly.  
 
Defence Budget  
Though the overall defence budget figures are published, information on expenditures and budget 
items requires more transparency.  According to the 2015 Government Defence Anti-Corruption 
Index, the percentage of Ukrainian defence spending spent on secret items and programmes is 
unknown.  Also, detailed information on military R&D, training, construction, personnel 
expenditures, acquisitions, disposal of assets, and maintenance is not stated in the budget. The 
only available information is the total amount of the defence budget and the amounts allocated to 
various budget programmes. 
 
Although it is possible to find an MOD financial request for certain programmes, which provides 
greater detail on the programme, the budget lines remain aggregated (for example, payments and 
services). As a result, MPs voting for a given budget, have no insight into the details on how 
allocated funds will be spent by each programme. Such a closed budget undermines proper 
democratic control over its implementation, the engagement of stakeholders in the policy 
development process, creating significant corruption risks.  
 
Procurement 
In 2015, the United States defence budget totalled 596.02 billion USD. Spending on classified 
programmes was 58.7 billion USD, which is about 10%. In Ukraine, for the same year, the budget 
was 45.8 billion UAH (1.7 billion USD), and classified spending (State Defence Order (STO) i.e. all 
classified procurement spending) constituted 8 billion UAH (0.3 billion USD), which is 17,6%. 
 
The main reason for this secrecy is the large amount of procurement conducted through the SDO. 
It is conducted mostly through single-sourcing and the contents are fully classified. All 
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procurement of weapons, military equipment and ammunition is done through the SDO. The SDO 
is a list of all products, goods and services, which are necessary to provide for military needs of 
the armed forces. Almost all procurement carried out through the SDO is done without a 
competitive, transparent process. 
 
In accordance with Ukrainian legislation,11 part of the SDO procurement is executed in accordance 
with the Law of Ukraine “On Public Procurement” and uses the electronic procurement system 
ProZorro. The other part, the one containing data classified as a state secret, is executed without 
use of competitive procedures. In practice, however, 95% of the SDO is executed through single-
source procurement: the customer chooses a contractor and enters into agreement directly with 
them. Rather than a competitive bidding process, the price is formulated in accordance with the 
complex Cabinet of Ministers of Ukraine (CMU) Directive No. 517. The final, agreed upon details of 
the cost of items procured with this process are withheld from the public. Only the general sum is 
known. 
 
The data required to develop the SDO is collected by the Ministry of Economic Development and 
Trade (MEDT) based on the information on needs submitted by SDO customers. Directive 464 of 
the Cabinet of Ministers of Ukraine defines 15 executive bodies as SDO customers. After receiving 
information from these customers on what they are planning to procure, the MEDT calculates the 
figures and has them approved by the Cabinet of Ministers of Ukraine.  The established list of 
contractors for the SDO is coordinated by the MEDT. To be on the list, the manufacturer has to 
apply and provide a number of documents, including a certificate verifying that their products, or, 
activity includes state secrets.  The list of SDO contractors is secret (Art 7, point 3, Law on SDO).12  
 
Legislative initiatives aimed at enhancing transparency of the defence budget 
Two draft laws aimed inter alia at improving transparency of the defence budget of Ukraine were 
introduced to the Verkhovna Rada of Ukraine on 28 February 2018:13  

• The Draft Law on Amending Budget Code of Ukraine № 8076 of 28 February, 2018 and; 
• The Draft Law on Amending the Law of Ukraine “On the Rules of Procedure of the Verkhovna 

Rada of Ukraine № 8075 of 28 February, 2018. 
 
In particular, the draft laws envisage: 

• The introduction of a new legal term i.e. “State Defence Budget” (SDB). The SDB is supposed 
to remain a part of the State Budget of Ukraine (in form of an annex).  

                                                        
11 Article 7 of the Law of Ukraine № 464-XIV «On State Defence Order» of 3 March 1999. 
12 Point 3 Article 7 of the Law of Ukraine № 464-XIV «On State Defence Order» of 3 March 1999. 
13 Introduced by a group of seven Members of the Verkhovna Rada working in the project to bring changes into the 
Budgetary Codex of Ukraine (as it pertains to the state defence budget)   
Ukraine http://bit.ly/NAKO-2 
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• The SDB is supposed to stipulate the funds allocated to the Ministry of Defense of Ukraine 
and the Ministry of Internal Affairs of Ukraine. 

• In terms of structure, the SDB is to be divided into two parts: descriptive, and, detailed.  
 
In turn, expenditures of the detailed part are to be subdivided into three: 

• Consumption expenditures; 
• Development expenditures, and; 
• Warfare expenditures.  

 
Additionally, the draft laws provide detailed descriptions of all three types of the budget request 
expenditures and the list of specific categories of information they consist of. The draft laws lift the 
regulation providing for the non-detailisation and justification for the State budget of Ukraine 
classified expenditures.  
 
Markedly, both draft laws recommend the introduction of a regulation granting all MPs access to 
the information on classified expenditures (following a written nondisclosure commitment).  
 
 

Selected Best Practices and Principles 
 
It is understood that Ukraine is fighting Russian military in the East. Thus, a higher level of secrecy 
is required to protect national security information. However, this should not justify the non-
adoption of international best practices in secrecy classification legislation. This includes basic 
rules and guidance to balancing the need for justified secrecy whilst duly serving the public’s right 
to access information.  
 
These basic guidelines are: 
 

• The authority to withhold or classify information needs to be well defined, and has to 
originate from a legitimate source of power and be performed in line with the procedures 
prescribed by published legal rules; 

• Information may be protected by classification and/or be exempted from disclosure if 
there is a real and substantial risk that disclosure could cause serious harm; 

• If information is withheld there should be procedures (accessible to all) that allow for a 
substantial review by independent bodies. Guarantees that no information be withheld 
from the public for an indefinite period;  

• Classification and decisions on withholding information have to be justified in writing and 
information has to be properly archived for present and historical purposes. 
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The law should provide for a Public Interest test for weighing public interest in withholding and 
disclosing information or even prohibiting non-disclosure of certain categories of information,  
 

• There should be a maximum expiry period in every secrecy regime. 
• Any restriction on the right to information should meet international legal standards, and 

these principles should also be included in national legislation. 
 
The Tshwane Principles provide more detail on these standards. They are a set of principles set out 
by a group of academic institutions and NGOs. The principles are guided by the widely recognized 
conviction that by enabling public scrutiny of state action, access to information forms a key 
component of genuine national security and democratic participation.  The Tshwane principles set 
out guidance on what information may be withheld on security grounds, namely, information 
regarding, or pertaining to: 

• on-going defence plans, operations, and capabilities for the length of time that the 
information is of operational utility.  

• the production, capabilities, or use of weapons systems and other military systems, 
including communications systems.  

• specific measures to safeguard the territory of the state, critical infrastructure, or critical 
national institutions against threats or use of force or sabotage, the effectiveness of which 
depend upon secrecy;  

• operations, sources, and methods of intelligence services, insofar as they concern national 
security matters, and; 

• national security matters that were supplied by a foreign state or inter-governmental body 
with an express expectation of confidentiality; and other diplomatic communications 
insofar as they concern national security matters. 

 
Accountability and justifiability are key where information is too sensitive for public release and 
where parliamentary oversight is required e.g. though a parliamentary committee.  This oversight 
should ensure the provision of checks and balances necessary within a democracy, thereby 
preventing the over classification of information within the defence and security sectors. The 
involvement of civil society is also needed to ensure that these principles are upheld. It provides 
crucial monitoring and oversight by ensuring the state does not indiscriminately classify 
information (which is not sensitive to national security), and, that citizens have access to 
information.   
 
The best international practices on Access to Information include the OECD Best Practices for 
Budget Transparency (1999), and the UN Instrument for Standardized International Reporting of 
Military Expenditures (1980). They remain the only official, global reporting systems to date.  
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Implementation: lessons learned from international best practices and by the UK 
 
In general, classification systems operate within a legal framework including laws on national 
security, FOI and state secret protection. Normally, anyone that is in government or works with 
government is under a legal obligation to apply the classification policy and to protect the 
confidentiality of information and data they access.  
 
Security Classification Systems 
Security classifications indicate the sensitivity of information.  International best practices define 
each classification category in terms of the likely impact resulting from the loss, or compromise, of 
information. They provide guidance on how information from each category should be handled. 
The UK, for example, has three level of classification “Official”, “Secret”, and “Top Secret”:  
 

 
 
Other countries have more categories. Germany for example has four classification levels:  

• TOP SECRET: Compromise of information by unauthorised persons could endanger the 
existence or vital interests of the Federal Republic of Germany or one of its Länder (federal 
states). 

• SECRET: Compromise of information by unauthorised persons may endanger the security 
of the Federal Republic of Germany or one of its Länder or cause serious harm to its 
interests. 

• RESTRICTED - CONFIDENTIAL: Compromise of information by unauthorised persons may 
be detrimental to the interests of the Federal Republic of Germany or one of its Länder. 

• RESTRICTED - FOR OFFICIAL USE ONLY: Compromise of information by unauthorised 
persons may be disadvantageous for the interests of the Federal Republic of Germany or 
one of its Länder. 

 
Risk and Controls 
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Most governmental information should not be classified at all; including information relating to 
the defence and security institutions. For example, the Norwegian MOD has published over 100 
pages detailing their long-term plans for future acquisitions up until 2025.  The Netherlands, 
meanwhile, has detailed information relating to the compensation scheme clearly available on 
their website.14  
 
Inevitably, not all sensitive information is equally sensitive. The UK, for example, defines the 
typical threat profile for the “official” classification as “broadly similar to that faced by a large UK 
private company with valuable information and services”.  
This means that the controls required should be aimed at defending information from attackers 
with limited capabilities and resources, such as investigative journalists, hackers or most criminal 
groups.  Higher threat profiles require greater controls. It is likely that governments will tolerate 
very little risk with the highest category. Unfortunately, the UK’s framework is not publicly 
available; it could serve as a useful guide. 
 
The central purpose of any classification system is to manage risk. Therefore, each classification 
category should provide for a baseline set of personnel, physical and information security controls 
appropriate to the level of risk. It is likely that a cross-government “Senior Information Risk Owner” 
or SIRO will be responsible for agreeing these controls which should then be applied uniformly 
across all government departments. Furthermore, they should be reviewed at regular intervals. In 
Ukraine, the institution of the Experts of State Secret reflects the foundational concepts and 
functions of the SIRO. 
 
Judgement and Application  
Central to an effective security system is not just the establishment of an effective framework. It 
requires the empowerment and enabling of staff – at the appropriate levels- to make the right 
decisions regarding the handling of information.  
 
Ultimately, staff - even at relatively junior levels - need to know how to assess the risks involved, if 
information is compromised, and, be able to balance this against the benefits of ensuring 
Information is available to the right people at the right time. 
 
In practice, this means the clear delegation of responsibility for how cross-government 
classification policy is applied.  In the first instance, a government department may appoint a 
senior official to act as a Departmental SIRO, responsible for ensuring that the department is 
applying the classification policy effectively.  However, the Departmental SIRO is unlikely to make 
decisions about the levels of classification in individual cases. Rather, it will be expected to ensure 
that staff, across the organization, receive the appropriate guidance and training to ensure 

                                                        
14 Dutch Defence Budget (2018) http://bit.ly/NAKO-1 
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authorized individuals are able to apply the policy in practice given the types of information they 
are dealing with. 
 
Thus, a junior desk officer creating a new document or communication, or compiling a report, will 
need to make an informed decision when starting work related to determining the level of 
classification. Clearly laid-out handling procedures relevant to that level of classification, which 
might mean using a particular IT system, a particular method of storage, or restricting access to 
particular individuals, or categories of staff will be necessary.  
 
Although the desk officer may be required to exercise some level of judgement in determining 
which classification category to apply, he/she would not normally be given any discretion on the 
levels of controls which follow.  These controls should follow from the classification of the 
document be been set out, clearly, by the cross-government SIRO (as described above). The 
departmental SIRO must ensure that appropriate provision is made in the relevant departments. 
 
Staff must be supported in making judgement-calls through education, training, and by their 
management chains. Management chains should operate in a manner that ensures the 
appropriate controls are applied and enforced. The Departmental SIRO may also decide to put in 
place additional, organization-side, mechanisms to check for weaknesses or failures. This might 
mean ensuring that all departments across an organisation appoint an individual responsible for 
liaising with the SIRO and its staff to ensure the department is following guidance appropriately.  
 
Generally, the default in any part of the government should be towards applying the lowest 
necessary classification category. The failure to share and exploit information can impede 
effective government matters and may have severe consequences (e.g. an ineffective defence 
industry unable to deliver the needs of the army). Simultaneously, the principles of openness, 
transparency, open data and information reuse require individuals to consider the proactive 
publishing of public sector information and data sets. Striking the right balance requires reasoned 
judgement. Individuals should be expected to make these judgements, but, a department could 
staff, both, an information security officer, and, an open data champion capable of supporting 
staff on a day-to-day basis. Notably, this responsibility may only form a small proportion of an 
individual’s job depending on the risk or the size of the department involved.  
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Recommendations to improve Ukraine’s Classification Regime 
 
There is an important balance to strike between preserving the secrecy of information which, if 
disclosed, could put the state and citizens at risk, and enabling public access to information. 
Transparency isn’t just a question of rights – it is a national security issue. Excessive secrecy 
enables corruption, hinders effective policy-making and planning, and ultimately decreases public 
trust to government. The analysis and international principles and best practices were presented 
here to illustrate the direction that Ukraine should follow while reviewing the current system of 
classification and adjusting its legislation.  
 
• Departments who have Experts on State Secrets should have the ability to make public the 

current criteria used to define the level of classification of information. This should explain the 
legitimate reasons that information may be classified for 5, 10 or 30 years. These criteria 
should be used to justify each classification decision.  

 
• The MEDT together with defence and security institutions should work together to make the 

majority of the State Defence Order available to the public. To initiate this, Ukraine’s 
Parliament should amend the Law of Ukraine "On State Secrets" to allow for this information 
to be made publicly available. Clearly, components of each will need to be withheld for 
security reasons but, where this decision is made, it should be done in line with the legislative 
requirement for a three-part test and be publicly justified. However, full details should be 
provided to MPs from the Committee on Corruption Prevention and Counteraction, the 
Committee on National Security and Defence, and auditor bodies. 
 

• The State Defence Order is an area of high risk for over classification and should be a priority 
area for reform. The MEDT and SBU should publish an explanation for how they decide what 
procurement is conducted openly and what is conducted through the SDO. They should set 
targets for reducing the percentage of defence procurement spending conducted through the 
SDO. Additionally, the MEDT should make the list of State Defence Order contractors available 
to the public. 

 
• The defence budget should be published in greater detail and the percentage spent on items 

classified as secret should be significantly reduced. The defence budget proposal, and 
approved budget, should be comprehensive, and made public for civil society and donors. 

 
• Once the criteria for classification is made publicly clear, departments which have Experts on 

State Secrets should review, and adjust, internal procedures to enable greater delegation to 
staff, and conduct training for more junior personnel on the levels of classification. 

 
 



Незалежний антикорупційний комітет з питань оборони | The Independent Defence Anti-Corruption Committee 
www.nako.org.ua 15 

Conclusion 
 
The classification system varies greatly from state to state. The fine lines between classification for 
purposes of national security and classification for private enrichment are malleable, particularly 
in states in transition. Reforming the system of secrecy and classification is a delicate, cross 
sectoral process aimed at increasing economic efficiency, budgetary use and the common good. 
 
This brief presented some of the key issues, presenting defence procurement as an example calling 
for attention. Further research is necessary, particularly as it pertains to uncovering systemic 
inefficiencies which facilitate corruption such as lack of effective democratic oversight and 
control, gross over classification, inefficient or absent legal remedies and archaic approaches to 
governance. 


